RTR-5W Configuration Guide

Before You Start

Take a few moments before you start to make the following simple checks. A few moments spent before you start installing your
system can save a lot of time later by avoiding some of the most common problems that users can encounter.

1) Administrator Rights

For installation of TandD software and drivers it is

ABSOLUTELY NECESSARY that you have complete Firewall T T
administrator rights. SRR [Trusted |P Addiesses v

Program Permissions i ’ b | ; "
Computers associated with trusted IP addresses can always connect to your computer, YWhen adding
> Trusted and Banned IPs a trusted IP address, ensure it is one with which it is safe to communicate.

Go to Control Panel > User Accounts and confirm that this

System Services

is the case. If it is not, then stop right here and correct it. Event Log Settings P Addresses Madfied Euoires

Intrusion Detection v

1) Firewall Settings

Make sure that your firewall settings allow communication
with both the default IP address that the product ships with
(192.168.1.200) and the permanent IP address that you
intend to use. If necessary add these to your Trusted s -

Addresses list. Also, check the settings for Windows [ RSN
Firewall, even if you are using a subscription firewall from (add ) Eit | Remove
Norton, McAfee or the like. Windows update can turn on
the Windows Firewall without your knowing about it.

QK

These are the most common causes of problems encountered by users when setting up their systems.



Setting the RTR-5W IP Address

1) Initialization

1.

Load the RTR-5W Settings Utility software on your PC.

A) LAN Method

B)

N~ LN

Connect the RTR-5W to your LAN.

Open the RTR-5W Settings Utility software.

Select the “Network Initialization” tab.

Click on the “Search” button.

The search results should show the connected unit.

If so, proceed to Detailed Network Settings.

If not, the factory preconfigured IP address may not be within the Scope
settings of your router; go to PC Direct Method.

PC Direct Method

1.

arwN

Configure your PC’s for a fixed IP address for direct connection. Go to:
Control Panel> Network Connections>LAN Connections>Properties
Select: TCP/IP> Properties> IP Address> Enter: 192.168.1.100

Connect the RTR-5W to the PC with a “cross connect” cable.

Open the RTR-5W Settings Utility software.

Click on the “Search” button.

Proceed to Detailed Network Settings. (Make sure to reset the IP address of

your PC to the normal setting when finished configuring the RTR-5W. This

is usually set to obtain an IP address automatically through DHCP.)

RTR-5W Network Initialization Window

“= RTR-5W MNetwork Settings Utility
Menu  Help

Hetwork Initialization | Detailed Metwark 5 ettings

RTR-5W Search Results

IP Address

192.168.1.200
192.168.1.210

MAC Address
(00-0d-8b-00-0-48
(00-0d-8b-00-03-3f

Subnet mask

256.2585.256.0
256.255.256.0

Computer's IP Address  / Subnet mask

192.168.1.105 256.255.255.0
000 0.0.0.0

Search

Change Settings

&)




I1) Detailed Network Settings

©COoNoOsWDd

I11) Confirm Settings

1. Click “Get Settings” button.
2. Confirm data retrieved from unit is correct as entered.

Change
Settings
Window

Detailed Network Settings

IF Address 168 . 1 200 | LoginiD
Subnet Mask. 265 . 286 285 . O

Gateway Address | 192 168 . 1 1

DMS Settings
®0N OOoFF
DNS server address (Primary] 24 .92 .26, 9

DNS server address (Secondary]

SMTP Settings

®O0N OOFF
SMTF server addiess [Primary] 192 .43 244 . 18

SHTP server addiess [Secondary) | 132 . 163 . 4 101

I Black

CON (& O0FF

Login permizsion address 1
Login permission address 2

Login permission address 3

Recipient

) Domain

(%) IP address 192 168, 1 . 200

Login 1D wWEC-User

Login Password |eeesesssss a0

HTTF Part Mumber

Click on the Detailed Network Settings tab.
Ensure that the IP address reflects the unit to be configured.
Enter the default Login ID and Password, and set the Port to 80.
Click on the “Get Settings” button.
The unit’s pre-configured settings will populate the window.
Click the “Change Settings” button.
Enter the new IP address, subnet mask and gateway™*.
Enter the new Login ID and Password.

Click the “Send Settings” button.

WSC-USE!

Login Password | wse-passwd

“Warning Feport b ail

SMTP gerver name |smtp.nycap.r com

Wireless LAM Settings

(CON (& OFF

‘wireless LAM ESS-D
wireless LAM WEP Key Type

Wireless LAN WEP Key Code

Fart Mumnber

FTP server| 21
HTTR 80
DTP server 20

POP before SMTP Settings

Time Differsnce

GMT|-04:00

Send Sellings
Re-Activate Communication

Help
Close

RTR-5W Detailed Settings Window

~« RTR-5W Network Settings Utility
Menu  Help

Metwork Initialization

Setting ltem

IP Address

Subnet Magk

Gateway address

DHCF Settings

DMNS Settings

DMNS gerver address [primary)
DMS zerver address [secondary)
Clock Setting

SHTP server address [primary]
SMTP zerver address [zecondary)
IP Block

Login permiszion address]
Login permizsion addrezs2
Laogin permission addrezs3
Laogin D

Login Pazsword

SMTP zerver name

whireless LAN Settings
whireless LaM ESS0D
wireless LAMN WEP Key Code

whireless LAN WEP Key Type [hexadecimal]

FTF server port
DTP zerver port

Settings History

Seftings
Histary 192.168.1.200

() Domain

@ IF address | 192,168, 1
Login 1D WEC-LIZET
Password ssssssssss

Part Mumber |80

Detailed Network Settings

Settings
192.168.1.200
255.255.255.0
192.168.1.1
off
on
24922269

on
192.43.244.18
132163410
off

weC-Uzer
wac-pasawd
smtp.MyCap.I1.com
aff

off
21
20

Get Settings l

[ Change Settings




Time Settings

Use of an SNTP server is a very important aspect of your system design. It will reset your clock to the correct time at midnight each

night and immediately after a power failure.

1) Set the Time Difference

IF Address J188 . 1 . 200 | LoginlD waC-Lger
Subnet Mask LTI R || Login Password | wec-passwd

Gateway Address | 192 168 0 1 . 1

1. Click on the Detailed Network Settings tab.
2. Click on the “Get Settings” button. DNS Settings Waming Fieport Mal
3. Click the “Change Settings™ button. DGSSU“ O:dFF ro [ 5 ||| T sevarene oy con
4. Select the offset from GMT for your time zone. e T e _ _
- - - N N neless ellings
5. Click the Send Settings button P e s ecendan! ieless AN Seting
SNTP Settings Qon @oFF
@ 0N OOFF Wireless LAN ESS-ID

NOTE: This step is necessary for the time of logged data SNTE server sciess Piimeg]. | 192 . 3 204 . 18

1 1 Wwireless LAM WEF Kep T
to be indicated correctly when downloaded. SNTP server adehess (Seconday)| 132 163 4 101 eless D=
Wireless LAN WEP Keyp Code

IP Block
Q0N (3 OFF
. Login permission address 1 Part Mumber Time Difference
I I) Settlng the SNTP Server Login permizsion address 2 FTP server 9
) . HTTF|20 GMT|-04:00 »
Login permiggion address 3 DTP server| 20
1. Click the On radio button under SNTP Settings. R |
2. Enter the IP address of the SNTP server you wish to O Domein
USe. O iess | 182 188 120 | POP before SMTP Setings |
3. Enter a secondary server address if desired. LaginID wsc-user HTTPPathumber | SendSetings |
4' CIICk the Send Settings bUtton' Login Passward |esessssess a0 [He-Activate Communicationl m

HOW TO FIND AN SNTP SERVER: A list of free, public SNTP servers can be found at:

http://tf.nist.gov/service/time-servers.html



Configuring Warning E-Mails
RTR-5W Detailed Settings Window

Open the RTR-5W Settings Utility Software

I) Detailed Settings Window Paddess [ [EB. 168, 1 20| Lognd [wecurer
Subnet Mask. 255 266 285 . 0 Login Password | wee-passwd
) . . Gateway Address | 192 . 168 . 1 1
1. Click on the “Detailed Network Settings” tab.
. . DMS Settings “Warning Feport b ail
2. Enter the IP address, Login ID and Password for the unit to be om oo N repereperem
Configured DNS server address (Primary] 24 .92 226, 9%
' . . . , DNS server address (Secondary) . - - “wiireless LAM Settings
3. Click on the “Get Settings” button. A —
. « . s SMTP Settings
4. Click on the “Change Settings” button. @oN OoFF Wireless LAN ES3-D
5. Turn “DNS Settings” On. e
6. Enter the IP address of your ISP’s DNS server*. — PR e
7. Enter the name of the SMTP (outgoing mail) server you will be using. O @oFF
Login permission address 1 Part Mumber ime Difference
Login permission address 2 e FTP server | 21 e
Login permission address 3 R DTR server| 20 G| 0400
I1) POP Before SMTP Settings Resiien —
g\[::‘:: 192 168 . 1 . 200
Some e-mail service providers require that you log onto your POP server with a P HITP Potunber | |___Sendsetings ] [ ok
User ID and Password prior to sending e-mail. This is usually the case if your Lo e | T el Fe-actvale Commuriaton | [ G

outgoing mail server you are using is not maintained by your local ISP. If this is

the case for your service click the “POP before SMTP Settings” button.

Please note that the RTR-5W does NOT support SMTP Authentication.
POFP before SMTP Settings

1. Click the “On” radio button in the POP Before SMTP menu box. @O OOFF

2. Enter the name of your POP Server.

3. Enter your User ID and Password. POP server name | pop.earthlink. net

4. Set the Port Number to 110. FOF account useri@earthlink. et

. . . , . ‘ POF Pazsward password
(Warning Settings are made in RTR-5W for Windows software.) POF Port Number 1110 (dafaultis 110)
%] [ cwen ]




Connecting to a Wireless LAN

Connect the RTR-5W to a LAN or PC via a wired Ethernet connection.

1) Configure Settings

=

Open the RTR-5W Settings Utility software.
Click in the “Detailed Network Settings” tab.
Enter the IP address, Login ID and Password for the unit to be
configured.
Click on the “Get Settings” button.
Click on the “Change Settings” button.
Turn “Wireless LAN Settings” On.
Enter the SSID for your wireless LAN router.
(“Space” characters are not allowed in the SSID.)
8. If WEP encryption is used enter the Key Type.
9. Enter the Key Code (leave blank if no encryption is in use).
10. Click the “Send Settings” button.

wn

No ok

I1) Confirm Settings

1 Click “Get Settings” button.
2 Confirm data retrieved from unit is correct as entered.

RTR-5W Change Settings Window

Detailed Network Settings

IP Address 192 168 . 1 200 Login D WSC-LSEr
Subnet Mask JFF O ORE U ZER . D Login Password | wec-passwd
Gateway Address | 192 168 . 1 1

[DMS Settings ‘warning Report b ail

@ 0N OOFF
DMS zerver address [Primary) 24 82 26 .9

SMTF server name | smbp.nycap.i.com

DNS server address [Secondary) Wireless LAN S ettings

SMTF Settings @oN OoFF

®0ON OOFF
SNTP server address [Primary] 192 0 43 244 18

SMNTP server address (Secondary) | 132 . 163 . 4 101

‘wireless LAM ESS-ID linksys
wireless LM WEP Key Type | character sting %

‘Wireless LAN WEP Key Code

IP Black password

O ON @ 0FF
Login permission addiess 1 Port Mumber Time Difference
Login permizzion address 2 @ FTF zerver| 2
HTTP, GMT|-04:00
Login permission address 3 DTP server 20
Recipient
() Damain
e 1% 188 1 200 POP befare SMTP Settings
ress - - -

Login ID wac-Lger

HITP Port Number
Re-Activate Communication Close

Login Password |eesesessss an

Disconnect the RTR-5W from the wired LAN and remove power. Insert the Wireless 802.11b LAN adapter card in the CF option slot
along the top edge of the unit. Reconnect the A/C adapter to the RTR-5W. The LED on the CF adapter card will stop blinking when

the wireless connection with the router has been established.

Please note that the wireless router must be set for “shared key” authentication. The RTR-5W is not compatible with “open”

authentication networks.



Configuring the RTR-5W as an Internet Server

To accomplish access from the Internet, the individual RTR-5W IP addresses must be made known to the outside world, and access
must be made available through the router’s firewall. The problem with IP addressing is that most ISP’s allocate IP addresses to
clients on a temporary basis and change them from time to time. (If you have a static IP address from your ISP you may skip this
section.) In order to overcome this problem, organizations such as Dynamic Network Services (www.dyndns.org) or TZO DNS
(www.tzo.com) have established services that work in conjunction with suitably equipped routers. Working together, the service and
the DDNS equipped router provide a seamless domain name access to the RTR-5W, even when the ISP changes the IP address of the
router. Following is the procedure for setting up your RTR-5W for access through the internet.

Note: The Linksys WRT54G is the router used in this example, however other DDNS equipped routers, such as those offered by

SMC or Netgear can also be used.

1) Determine that your router is DDNS capable
(Though the router’s user guide or web page.)

I1) Establish an account with a DDNS service

1. Obtain a User ID & Password.
2. Register a domain name for your RTR-5W.

I11) Configure your Router to Enable DDNS
Open the Router’s setup utility software.

Go to the DDNS page.
Enter your DDNS service account information.

el e

Enter the domain name you registered for your RTR-5W.

Router Setup Window

LinksyYs®

A Division of Cisco Systems, Inc.

Firmi 027
Wireless-G Broadband Router WRTS4G

Setup

aaaaaaa DynDMNS. org (v

User Mame: ‘TR*?W Custormer |

Hast Mame: ‘myuniddyndns.org

Internet IP
Address:

Status: DONS is updated successfully

24.194.56.99

Casco SYSTEMS



http://www.dyndns.org/
http://www.tzo.com/

IV) Set the Router to Allow External Access to the RTR-5W

V)

1. With the Router’s setup utility software still open, go to the
“Port Forwarding” tab.

Enter the logical name of the RTR-5W.

Set “Port 80” as the range (for an http server).

Set the protocol as TCP (/IP).

Set the IP address of the RTR-5W.

Check the Enable box.

S

Configure the RTR-5W for Internet Access

1. Click on the “Detailed Network Settings” tab.

Enter the IP address, Login ID and Password for the unit to be
configured.

Click on the “Get Settings” button.

Click on the “Change Settings” button.

Enter the Default Gateway Address of your router*

Turn “DNS Settings” On.

Enter the IP address of your ISP’s DNS server*.

N

Nookow

Linksys’

A Division of Cisco Systems, Inc.

Applications
& Gaming

Port Range Forwarding Window

Port Range Forward

Fir

Wireless-G Broadband Router

Applications
& Gaming

Access

o Administration Status
Restrictions

Security

| oMz

Port Range
Application Start End Protocol IP Address Enable
TR-77 | [80 |t [s0 |Tce V‘ 1924881200

[ 0w [0 | |@ szl | O
| R I | @ 1218810 | O
| R I |@‘ 1218810 | O
[0 Twe [0 ] [Both ¥ 1s21eea0 | O
[ 1 Jw [0 ] [Boh & tseases | 0O
[ 1[0 Jw [0][Boh ¥ teeasest | [

L

I'In

Detailed network Settings

192 188, 1 .200
266266255, 0
Gateway Address [ 192 168 1 . 1

IP &ddress
Subnet Mask

DNS Settings
@ ON © OFF

SNTF Settings
CON & OFF

IF Elock

© ON & OFF

Login Parmission address 1
Login Parmission address 2

Login Permission address 3

Fiecipient

DNS server addhess{Praimaty]

DNS server addhess{Secondary) .

SNTP server addrsss{Praimary]
SNTP server address{Secondary)

|0 | |0 Both v | 1e21881[0 | [J

[ [Reth Wl qazapadln |

Login 1D e user
Login Password [wsc-passwd

‘waning Report Mail

SMTF server name [smtprycapicom
24 .92 226, 9

‘Wiieless LAN Settings
* ON C OFF

Lirksys1
Wireless LAN WEP Key Type | Character string v

“Wireless L4M WEP Key Code

Wireless L&M ESS4D

——

——— Port Mumber Time Difference
— HTTP |80 GMT|-05.00 ~

——

" Domain |

1P adess | 192. 168 1 . 200
Loginp [weeuwser

_ SetSemng | e

Re-Activate
Communication

Close |




*Determining Router & Server IP Addresses

Key addresses for your router and ISP server can be
obtained from your computer. In order to display this
information use the following procedure:

1. Connect your PC to the LAN that the RTR-5W will
reside on.
Go to the Start menu and click on Run.
Enter “Cmd”.
In the DOS prompt window enter “ipconfig/all”.
In the “Connection” Section find:
- The IP address of the PC
(as assigned by the router)
- The assigned subnet mask
- The router’s default gateway address
- The IP address of your ISP’s DNS server

arwn

Microsoft Windows KPP [Uersion 5.1.26881
(C» Copyright 1985-2881 Microsoft Corp.

o C:AWINDOWS\system32\cmd. exe -|a ﬂ
IC:“Documents and Settings“Steveripconfig-rall
Mindows IP Configuration

= DELL@1

€
Primary Dns Suffix - H
Node Type : Hybrid
IP Routing Enahbled = No
UINS Proxy Enahled H )

Ethernet adapter Local firea Connection:

Media State

Description
troller

Physical Address. . . . . . . . . = BB-BF-1F-B3-5E-F?

: Hedia disconnected
: Broadcom 578x Gigabit Integrated Con

Ethernet adapter Wireless Metwork Connection:

Connection—specific DHS Suffix . =

Description : Intel<R> PRO/Uireless 2280BG Network
Connection

Physical Address. . . . . . . . . = BB-BE-35-2C-6A-Fi

Dhep Enabled = Yes

Autoconfiguration Enabled . . . = Yes

IP fddress. . - . « = « - = . . = 192.168.1.183

Subnet Mask = 255.255.255.8

Default Gateway : 192.168.1.1

DHCP Server : 192.168.1.1

DNE Servers . : 24.92.226.9

Lease Obtaine : Saturday, July A%, 2885 1:21:34 PH

Lease Expires . . . . . . . . . . = Sunday, July 18, 2885 1:21:34 PM

C:~Documents and Settings~Stevel

DOS Prompt Window




